
TERMS OF USE FOR BLOCKCHAIN REGISTRATION 

 

These Terms and Conditions (“Terms”) govern the access, registration, use, and operation of BRAINID (the “Platform” 

or “Service”), which provides blockchain-based recording, verification, and preservation of files/works. By using 

BRAINID, the USER (individual or legal entity) agrees to be bound by these Terms. If you do not agree, you must not 

use the Platform. 

 

1. TERMS AND CONDITIONS 

These Terms of Use of BRAINID (“Terms”) apply to the user (“USER”), whether an individual or legal entity, interested 

in the preservation of files through blockchain technology on BRAINID, owned by the company 2015 

LICENCIAMENTOS LTDA. (BRAINID), a private legal entity registered with CNPJ/MF under No. 37.312.928/0001-

11, headquartered at Rua Cristiano Viana, 401, suite 1302, Cerqueira César district, São Paulo, SP. 

 

Modification of Terms. These Terms may be amended by BRAINID at any time without specific prior notice. All 

modifications will be included herein and must be regularly reviewed by the USER. Continued use of the platform 

constitutes acceptance of the revised Terms. 

 

Account & Credentials. To use BRAINID’s services, the USER must create an account with a login and password. 

The USER is solely responsible for: 

 maintaining the confidentiality of their login credentials and any private keys or recovery phrases; 

 ensuring that the information provided during registration is complete, accurate and truthful; 

 immediately notifying BRAINID of any unauthorized use of their credentials.  

BRAINID shall not be held liable for damages resulting from shared credentials, false or incorrect information, or 

unauthorized access due to negligence by the USER. 

 

Confidentiality of Data Submitted. All data provided by the USER and any responses or inquiries by BRAINID, are 

confidential and used strictly for registration, certification, and platform operation as set forth in these Terms. The USER 

remains solely responsible for the accuracy, lawfulness, and truthfulness of the information submitted. B does not verify 

or certify the truthfulness of such information.  

 

Acceptance of Terms. By using the services, the USER expressly agrees to each of the conditions established in these 

Terms. If the USER does not agree, they are not authorized to use BRAINID’s services for any purpose.  

 

Immutable Documents. The documents (e.g. certificates, proofs, registration records) generated by BRAINID are made 

available in a non-editable format and serve exclusively as proof of registration through blockchain technology, without 

possibility of alteration by the USER or BRAINID. 

 

Liability for Misuse. Any use of BRAINID services in violation of these Terms shall be the sole responsibility of the 

USER, who shall be liable for the accuracy of the content, the lawfulness of the data registered, and any damages caused 

to BRAINID or third parties. 

 

2. OBJECT 

The purpose of this Term is to regulate the conditions for using BrainID, the platform through which blockchain records 

are carried out at the USER’s request. 

  

By this Term, the USER authorizes BRAINID to proceed with the registration and storage of their Works (files, 

documents, creative works, etc.), under the terms of Article 29, IX of Law No. 9.610 – Copyright Law, through 

blockchain technology, which enables anyone to attest to the authorship and ownership of the USER over the Work(s) 

via online certificates before any third parties, facilitating the recognition of the USER’s copyright over the Work(s) for 

any purpose.  

 



The registration performed by BRAINID does not constitute recognition, creation, or transfer of intellectual property 

rights. The USER is fully responsible for the ownership, authorship, and lawfulness of the registered material. 

 

If the Work is made available for licensing via BRAINID at the time of registration, the blockchain registration will be 

free of charge. If the USER is not interested in licensing their work on BRAINID, and wishes only to obtain the 

registration, a fee of R$ 29.90 (twenty-nine reais and ninety cents) will be charged for each registration.  

 

BRAINID may provide additional services, including certification, timestamping, and licensing functionalities, under 

specific conditions and fees as disclosed on the platform. 

 

This authorization is irrevocable and irreversible, and does not imply any obligation for BRAINID to use or disclose the 

USER’s material beyond the purposes established herein. 

 

3. USER RESPONSIBILITIES 

When registering works protected by copyright or related rights, the USER declares to be the sole author, owner, and/or 

duly authorized by the respective rights holders of the economic copyright of the Work(s) submitted and registered on 

BRAINID.  

 

If the Work(s) contain the image of a person, third-party copyright or related rights, the USER declares to be authorized 

by the respective holders for their creation and exploitation as provided in this Term, exempting BRAINID from any 

liabilities, including removing BRAINID from any legal actions or extrajudicial disputes that refer to any infringement, 

and compensating BRAINID for any damages caused.  

 

The USER shall be solely liable for any infringement of third-party rights of any nature resulting from the creation, 

registration, and exploitation of the Work(s) as set forth in this Term, replacing BRAINID in all judicial and/or 

extrajudicial proceedings related to it, whenever possible; otherwise, the USER shall compensate BRAINID for the 

damages caused. 

 

The USER is responsible for maintaining control of their private keys, login credentials, and account activity. BRAINID 

shall not be responsible for losses due to theft, loss, or misuse of such credentials. 

 

4. DECLARATIONS 

BRAINID will adopt appropriate measures to maintain the availability of the USER’s Work(s) registration services. 

The services may be temporarily unavailable due to scheduled, periodic, or necessary maintenance at any time, as well 

as due to unforeseen circumstances. Where possible, advance notice regarding service unavailability will be given. 

 

The USER acknowledges that blockchain records are immutable and cannot be altered or deleted once confirmed. 

 

5. PLATAFORM USE AND ACCESS 

On-Chain Data. Blockchain records established by BRAINID are immutable, transparent, and permanently stored once 

confirmed. Only cryptographic proofs, hashes, timestamps, and minimal metadata necessary for verification are stored 

on-chain. No personal sensitive data (e.g. full personal identifiers, sensitive health data) is stored on the blockchain. 

Once data is on chain, it cannot be modified or removed by BRAINID or USER. 

 

License to Use. The USER is granted a personal, non-exclusive, limited, revocable, and non-transferable license to use 

our services and related content as described in these Terms, protected by intellectual property laws and treaties. The 

USER is not authorized to perform any actions not described herein.  

 

Public vs Private Works. BRAINID offers users the functionality to set their registered assets as public or private, 

according to their preferences. Public assets may be accessed by other users or third parties, promoting transparency 

and exposure. Private assets remain confidential, accessible only to the owner and to those expressly authorized by them.  

 



Prohibited Activities. The USER shall not use the platform for illegal, immoral, offensive, or unauthorized purposes. 

This includes: 

 violating laws (copyright, data protection, AML/CTF, sanctions), 

 introducing malware or doing denial-of-service attacks, 

 reverse engineering or decompiling software components unless permitted, 

 data scraping or unauthorized extraction, 

 impersonation, false identity, or misrepresentation.  

Any such activity may result in suspension or termination of access without prior notice. 

 

Ownership & License. All intellectual property rights in BRAINID, including trademarks, software, layout, databases, 

and confidential information, remain the exclusive property of BRAINID or its licensors and may not be used without 

express authorization. USER gets only the rights specifically granted in these Terms. 

 

Feedback. USER may submit feedback, reports of bugs, suggestions (“Feedback”). By submitting Feedback, the USER 

grants BRAINID a non-exclusive, royalty-free, worldwide license to use, modify, display, distribute, and incorporate 

the Feedback for BRAINID’s business purposes. 

 

Third-Party Information or Services. The Platform may display or link to third-party content, services, or features 

under separate terms. BRAINID endorses no external content. USER uses third-party features or services at their own 

risk. BRAINID is not responsible for availability, accuracy, or legality of third-party services or content, nor for USER’s 

use of them. 

 

6. SECURITY, DATA HANDLING, AND PERSONAL DATA PROCESSING 

On-Chain Data. Blockchain records established by BRAINID are immutable, transparent, and permanently stored once 

confirmed. Only cryptographic proofs, hashes, timestamps, and minimal metadata necessary for verification are stored 

on-chain. No personal sensitive data (e.g. full personal identifiers, sensitive health data) is stored on the blockchain. 

Once data is on chain, it cannot be modified or removed by BRAINID or USER. 

 

Off-Chain Data. USER data required for operation (account info, contact, verification, logs) is stored off-chain in 

secure databases. Data in transit is encrypted (e.g. TLS or equivalent). Data at rest is encrypted using industry best 

practices (AES-256 or equivalent). Private keys, if stored by BRAINID (or under BRAINID’s control for some services), 

must be held securely in hardware security modules (HSM) or managed key services such as AWS KMS or Secret 

Manager. BRAINID will implement strict access controls, monitoring, and audit logging. 

 

Security Practices. BRAINID employs technical and organizational security measures in line with industry standards 

to protect off-chain data against unauthorized access, alteration, loss, or disclosure. BRAINID does not guarantee perfect 

security; the USER understands and accepts the inherent risks associated with digital systems, blockchain, and 

cryptographic technologies. 

 

Third-Party Services and Integrations. BRAINID may integrate with or link to third-party services (wallets, 

verification services, licensing platforms, hosting providers, etc.). The USER’s interaction with those third parties is 

subject to their own terms and privacy policies, over which BRAINID may have limited or no control. BRAINID is not 

responsible for any failure, vulnerability, or harm arising from the use of third-party tools or Internet infrastructure. 

 

Personal Data. The processing of personal data related to the subject of this Term shall be governed by the Privacy 

Notice of BRAINID, in accordance with applicable data protection laws. 

 

7. DISCLAIMERS, LIMITATION OF LIABILITY & RISK ACKNOWLEDGEMENT 

Disclaimers / “As Is” Basis. The Platform, its Interfaces, Features, content, and services are provided “as is” and “as 

available,” without warranties of any kind, whether express, implied, statutory or otherwise.  

 



Risk Acknowledgement. USER understands and accepts that using blockchain and/or crypto‐technology involves risks 

including, but not limited to, transaction irreversibility, smart contract bugs, security vulnerabilities, network failures, 

volatility, regulatory changes, phishing, or loss of keys. 

 

Limitation of Liability. To the fullest extent permitted by law: 

 BRAINID (and its affiliates, officers, etc.) will not be liable for indirect, incidental, special, exemplary, or 

consequential damages, including loss of profits, loss of data, loss of assets, or reputational harm. 

 BRAINID is not liable for inability to use, delays, interruptions, or unavailability of Platform, or errors, failures, 

or omissions. 

 

8. GOVERNING LAW, DISPUTE RESOLUTION 

The provisions of this Term shall be governed and interpreted in accordance with the laws of the Federative Republic 

of Brazil. Documents prepared by BRAINID are based on Brazilian laws, norms, customs, and practices, and are not 

applicable to other countries.  

 

All disputes arising out of or in connection with these Terms shall be resolved through mediation, administered by the 

Arbitral Council of the State of São Paulo – CAESP, in accordance with Laws 13.140/15 and 9.307/96, and the Internal 

Rules of the Chamber, excluding any other jurisdiction, however privileged it may be. Each party shall bear its own 

costs.  

 

9. FINAL PROVISIONS 

These Terms shall bind and benefit the parties, their successors, and permitted assigns.  

 

The failure to exercise any of our legal or contractual rights shall not be interpreted as a waiver of rights, and such rights 

shall remain available. 

 

If any provision is held invalid or unenforceable by a competent court shall be nullified, the remaining provisions shall 

remain in full force and effect.  

 

These Terms constitute the sole agreement between B and the USER, prevailing over any prior understandings or 

representations.  

 

By using the platform, the USER declares that they have read, understood, and accepted these Terms in full. 

 

10. SUPPORT AND CONTACT 

We provide the email address info@brainid.com so that the USER may contact us regarding questions, platform 

operation, suggestions, changes, partnership proposals, complaints, comments, or compliments. We will respond to your 

messages using the registered communication channels. 
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